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ABSTRACT

As the Internet becomes more and more populous, peo-
ple concern more about the copyright protection issue
for digital data such as images and audio. Digital wa-
termarking technique can hide data in images or au-
dio to indicate the data owner or recipient. Therefore,
it can protect the copyright. There were a lot of pa-
pers discussing how to embed watermark into images
in recent years. However, few papers analyzed the wa-
termark techniques in a theoretical point of view. In
this paper, we interpret the watermarking problem as a
digital communication problem. There are three main
criteria concerning the performance of a watermarking
technique- capacity, imperceptibility, and robustness.
We then show the trade-off’s between these three crite-
ria adopting concepts from the digital communication
theory.

1 INTRODUCTION

With the prevalence of the Internet, more and more
digital data can be accessed via the network. Internet
users can transmit and store images, videos, and au-
dio without offering appropriate credits to the creator.
This hinders creator from sharing his works in the In-
ternet. Digital watermarking technique is a solution to
the copyright protection problem of digital media. In
addition to copyright protection, digital watermark has
various other applications, such as:

e Recipient marker Recipient information can be
embedded in the original image to trace the image
distribution.

e Image fingerprinting (authentication) Image fin-
gerprint (watermark) acts as a checksum or hash
result of an image to signal any alteration of the
original image.

e Hidden annotation Hidden annotation (water-
mark) can carries patient information in a med-
ical image. It can also help in a content-based
retrieval, or serves as a multimedia index.

e Secret communication Secret information is hid-
den in an image imperceptibly. In this applica-
tion, a secret key is required to retrieve hidden
information in the image.

In 1994, van Schyndel et al. [6] changed the LSB of
an image to embed a m-sequence watermark. Since
then, more and more researchers studied digital wa-
termarking problem. Digital watermarking technique
evolved from how to embed a watermark in an image
to how to improve the robustness of the watermark.
However, there lacks complete mathematical analyzes
on performance of watermarking techniques. The test
results applied to some specific images were not con-
vincing enough either. In this paper, a noble analyze
of digital image watermarking problem using concepts
from digital communications is presented.



In general, watermark can be embedded in spatial
domain or transform domain of an image. In the spa-
tial domain approach, such as [6, 2], the pixel value of an
image is modified to embed watermark information; In
the transform domain approach, such as [3], some trans-
form is applied to the original image first. The trans-
form applied may be DFT, DCT, or DWT, etc. The
watermark is embeded by modifying the transform do-
main coefficients. Empirically, The transform domain
approaches are more robust against noise or attack.

As mention in the first paragraph , digital water-
marking has many applications. Different applications
has different requirements. There are no general re-
quirements for all watermarking problems. In this pa-
per, we concern about copyright protection application
of image data. The concepts discussed can apply to
other media such as video as well. According to [5], re-
quirements of copyright protection watermark include
but are not constrained to:

1. Public watermark The watermark retrieval pro-
cess should be public, in which no original image is
needed, to reduce data transmission number and
improve the security. On the other hand, the pri-
vate watermarking scheme needs the original im-
age in the watermark retrieval process.

2. Imperceptibility (Perceptual transparency) of an
Invisible Watermark Invisible watermark should
be imperceptible to avoid interrupting the view-
ing experience.

3. Mazimal capacity We would like more informa-
tion carried by a digital watermark in an original
image.

4. Robustness against image manipulations

e additive Gaussian or non-Gaussian noise;

e filtering, both linear and nonlinear filtering;
e compression, e.g. JPEG;

e local exchange of samples;

e affine transform of image, e.g., rotation and
rescaling of image;

e averaging multiple watermarked copies of an
image;

e D/A and A/D conversions, e.g. printing and
scanning of an image;

The later three criteria, imperceptibility, maximal
capacity, and robustness, can not be achieved at the
same time. The reason for the conflict is revealed by
the formula derived in Section 2.

In the next section, the reader is first oriented with
some background and definitions of the watermarking
problem. Two ways of analyzing the criteria conflict in

a watermarking problem are then presented. In Sec-
tion 3, we discuss from the channel capacity point of
view. Probability of error of a detected watermark un-
der some level of noise resulted from image manipula-
tions is calculated in Section 4.

2 Communication System
Realization of Digital Image
Watermarking Problem

In a digital image watermarking system, information
carrying watermark is embedded in an original image.
The watermarked image is then transmitted or stored.
The received corrupted watermarked image is then de-
coded to resolve the watermark. The brief watermark-
ing system flowchart is sketched in Figure 1. With noti-
fication similar to describing a communication system,
the detailed flowchart of a watermarking system is pre-
sented in Figure 2.

This watermark insertion and detection model view
the watermarking problem as a spread spectrum digital
communication problem. Watermark is the message,
while the original image is the channel. In the water-
mark detection stage, the original image acts as a noise
to the watermark message. Therefore, we can adopt
concepts from the digital communication system to an-
alyze the digital image watermarking problem.

3 Channel Capacity of the
original image

We begin this section with some definitions.
Definition 3.0.1 1. Consider the original image as
a discrete-time random process.

X=X Xy - X3 (1)
2. Consider the watermark as a discrete-time ran-
dom process too. W;, 1 < i < N. Therefore, a

watermarked image is:

Vi=Xi+ Wi, 1<i<N

(2)

3. A watermarked image after some image manipu-

lations:
Ri = f(X;+W;) = X;+W;+T;, 1<i<N (3)

The last equal sign is a linear approzimation to
function f(.).

The sufficient statistics for detection is < R;, W; >.

<R yW;>=<X;,W; >+ < W;, W; >+ < T3, W; >
(4)



According to the equation above, a private watermark
detection scheme without projection of the original im-
age, < X;, W; >, has smaller noise value. Therefore,
its probability of error is smaller.

As mentioned earlier in Section 1, the three digital
image watermarking criteria, mazimal capacity, robust-
ness ,and imperceptibility, are trade-off’s. In this sub-
section, we define these three terms as in the following.
Note that in Section 4, we will define these three terms
in a different way.

Definition 3.0.2 (Maximal Capacity) The Maxzi-
mal Capacity is bounded by the “channel capacity” of
the original image.

<

Definition 3.0.3 (Robustness) According to Shan-
non’s Channel Coding Theorem [1], reliable communi-
cation is achieved if the transmission rate is lower than
the channel capacity.

R < C = reliable communication

Therefore, successful watermark detection is quaranteed
if the total bits embedded in an original image is smaller
than the channel capacity calculated.

<

Definition 3.0.4 (Imperceptibility) Imperceptibility

s achieved by

1. Low SNR (Signal to Noise Ratio) Z—z, where “sig-
nal” refers to the watermark and “noise” refers
to the original image. See (5) and (9) for the def-
inition of 02 and v2.

2. High Correlation between the watermark and the

. . . COU(Wi,Xi)
original image .
Var(W;) Var(X;)

3.1 Memoryless channel and source

model

First we consider the original image and watermark as
memoryless channel and source. This could be done af-
ter properly source coding of the original image. Take
Karhunen-Loeve transform for example. It can turn the
image into N independent channels, or say, dimensions.
This number, N, is image dependent.

The channel capacity C def max, i) I(W;R) is then
calculated. Assume this is a Gaussian channel. Gaus-
sian channel has the lowest channel capacity among all.
(5)

X;~N(0,07), 1<i<N

The watermark power is constrained by the human vi-
sual perceptibility to have a total power of S.

N
Y BW?<S (6)
i=1
Then,
0(8) =Y Slogy(1+ 1) 7
i=1 i
where

7 = max[0,6 — of]

N
o=
i=1

If we take T; into account, T; along with X; are noises
to W;. The corresponding noise power o7 is replaced

by 022.

Noise = X;+T; (10)
0;2 = o} + 0%, +2Cov(X;, T) (11)
N "
oSy ~ Lo (1 f (1
§) = Y3l Y

Compare (12) with (7), with manipulation consid-
ered, the channel capacity decreases. In addition to

the original noise power ¢, noise power introduced by
manipulations U%«i and covariance between X; and Tj

contributes to the total noise power 0;2.

0;2 usu<a”y o} + o7, + 207 (13)

= 307 + o7, (14)

~ 307 (15)
1 o

c(s) =~ ; 5 loga(1+ 301’2) (16)

If 02 = o2 for all i, we can simplify (7), (8), and (9)

N 7?
c(S) = 510g2(1+ ?) (17)
S
2
= — 1
=5 (18)
Since 4% < 02, we further simplify the equation,
N 2
0(8) = 5 (log ) (13) (19)

Take T; into account and apply result obtained in (15).

2

0(8) = 5 (logy €)(2L5) (20)



Some important results derived from the above deriva-
tions are worth discussing. First, from (7), (12),
(16), (17) and (20), the larger the watermark power,
the greater the capacity value. While greater water-
mark power implies weaker imperceptibility (Definition
3.0.4), this means capacity and imperceptibility con-
flict. The later two equations (17) and (20), although a
simplified version, clearly show us the trade-off between
imperceptibility and capacity.

Second, as mention in Definition 3.0.4, the second
criteria judging if a watermark inserted is impercepti-
ble is the correlation between the watermark and the
original. Therefore, the watermark is designed to maxi-
mize the the correlation. In (5), we assume the original
image as a Gaussian channel. The correlation is max-
imized if the watermark signal is also Gaussian. This
explains why [3] choose Gaussian signal as a watermark.

3.2 Markov channel and source model

Consider a Markov—n channel. Let Q(g|z) =
Q(y1,- - ,YnlT1,- -, yn) be the probability of block out-
put (y1,---,yn), given block input (z1,---,z,), of a
discrete—time stationary channel. Then the capacity of
this channel is

. 1
C(S) = nlggo EC’n(nS) (21)
where
Ca(S@®) = nt! ; max(0, < log, (1 + 7—3)] (22)
' 2 el o1+ 5

— — ]' 0
= pn7t Zmax[O, 3 log, (1 + p)] (23)

i=1 g

S@) = ) maz0,6 - o7 (24)
i=1
Take the limit, (21) gives
C(Sy) 1/% ax[0,logy ——df  (25)
= = max|0, —
[/ 2 _% g2 (f)
Sy = max[0,6 — N(f)]df (26)
where N(f) is the noise power spectral density.
N(f)y= > orexp >/ (27)

k=—00

and ¢y, is the noise autocorrelation function. Refer to
[1] for details.

The relation between capacity and watermark power
is not explicitly shown in (25) as in Section 3.1. The re-
lation is still the same, the larger the watermark power,

the greater the capacity value. Since the channel and
source is not memoryless, noise in one index k& will prop-
agate to others. Thus, instead of using single term o7
and summing all i’s, N(f) is used and integral is taken.

4 FError Rate of the Watermark
Detector

In this section, we define capacity, robustness, and im-
perceptibility in a different way.

Definition 4.0.1 (Capacity) After source coding in
Figure 2, if the watermark codeword set has M = 2F
codewords, then its capacity is M.

<o

Definition 4.0.2 (Robustness) Error rate perfor-
mance P, is defined to be the measure of robustness.

<o

Definition 4.0.3 (Imperceptibility) Similar to
Definition 3.0.4, imperceptibility is achieved by larger
value of the “jamming margin”, IJDZ:, where J,, refers
to the average power of the original image and P,

refers to the average power of the watermark signal.

<o

From [4], the probability of error of a detector of a
communication system in Figure 2 is union bounded as

-
IA

IN

where % is the “processing gain” resulting from spread
spectrum communication.
w T,
R T.

and R.W,, is the “coding gain” resulting from error cor-
rection coding.

_ daFa ‘interval (30)
chip interval

k
R, = - 31
: (31)
m = min weight (32)
Codeword Set
Note that Q(.) is monotone decreasing function.
L [Tep 7 a 0 (33
T) = —F— exp 2 dt, x >
Q) == [ e >0 ()

From (28) and (29) above, the relations between proba-
bility of error, capacity, processing gain, jamming mar-
gin, and coding gain are clear. With other control vari-
ables fixed,



[2] Gordon W. Braudaway.

e Capacity T = Probability of error . More errors
occurs as more bits are embedded in an image.

e Processing gain 1 = Probability of error |. The
broader the spread spectrum codes spread, the
smaller the error rate.

e Jamming margin T = Probability of error 1. In-
creasing the watermark power reduces the error
rate. In this case, watermark is more visible.

e Coding gain 1T = Probability of error |. The in-
troduction of error correction codes reduces the
probability of error.
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Figure 1: A General Watermarking System.

Original
Image

Other Source Channel Encoder
> I-» Modulator
Captions Encoder (Error Control Coding) Watermark
h [y
Dependent Pseudo-random
Data » Pattern
Generator
| v
Original Source .| Channel N
Image Encoder 7| selector ]/
Transmission, Storage, etc.
Received Synchronizor Demodulator/ Detected
Watermarked » (Image —>
S Detector Water mark
Image Registering)
A
User Pseudo-random
Dependent > pattern
Data generator

Figure 2: The Watermark Insertion and Detection Model.
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Figure 3: Experiment.



